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Evidence	suggests	that	CDS	can	improve	
health	care	quality,	safety,	and	effectiveness1.	
Prior	work	has	demonstrated	multiple	failures	
and	potential	harm	from	CDS	improper	
executions2.	

Visualization	of	this	complex	data	is	necessary	
in	rapidly	assessing	the	impact	and	effect	of	
the	rules	execution.	The	visualization	can	be	
layered	upon	automatic	methods	for	
detecting	CDS	failures	and	identifying	the	key	
characteristics	of	failure.

Failures	in	these	systems	occur	for	various	
reasons	including	logic	errors,	data	
corruption,	and	poor	design.		Systematic	
design,	prospective	failure	prediction,	and	
retrospective	results	evaluation	are	keys	to	
building	a	effective	and	resilient	clinical	
decision	support	system.

Most	failures	can	be	seen	in	a	simple	analysis	(Figure	3).		We	see	a	simple	bar	chart	
and	a	stacked	bar	chart	of	the	Rule	164.		Two	failures	are	clearly	seen	in	these	bar	
charts.		Figure	4	shows	the	final	versions	of	the	date	visualization	in	a	calendar	
format.	The	visualization	clearly	displays	two	known	malfunctions	in	the	CAD/ASA	
alert	the	first	from	2009,	a	system-wide	spike	caused	by	a	system	update	and	the	
second	from	2012,	a	corruption	of	the	drug	class	manager	resulting	in	excessive	
execution.	

CDS	implementation	and	monitoring	is	critical	in	maintaining	patient	safety	and	
clinical	trust.	There	exist	multiple	potential	causes	of	failures	of	these	systems.		
Clinicians	have	come	to	depend	on	these	systems	therefore	identification	of	failures	is	
important.	

Visualization	of	this	complex	dataset	is	helpful	to	identify	the	pattern	of	failure	and	
facilitate	with	correction.	In	future	work,	we	plan	to	expand	our	system	to	optimize	
for	variation	in	seasonal	trends	and	provide	linkage	to	a	real-time	dashboard	for	
detecting	anomalies	before	they	lead	to	widespread	patient	harm.

We	extracted	CDS	rule	firing	data	from	LMR	and	visualized	the	data	using	the	ggplot2	
and	lattice	R	packages.		Although	all	rules	were	evaluated,	we	are	focusing	here	on	
Rule	164	“CAD	and	no	ASA”	to	demonstrate	the	depth	and	complexity	of	the	
visualization.		The	data	was	loaded	into	MySQL	database	where	data	reduction	and	
some	processing	occurred.		The	analytics	and	visualization	were	done	in	R.		The	
analytic	path	is	shown	in	Figure	2.

CDS systems are an essential part of care delivery.  These system are 
complex both in code and in logic.  Therefore, failures happen for multiple 
reasons. Proactively monitoring and analyzing these CDS systems is the key 
to guaranteeing that they function properly.  It is not a question of will a CDS 
failure occur but a question of when.  Ultimately, how long will it take to detect 
the failure and rectify it?

Until	recently	Partners	Healthcare	used	Longitudinal	Medical	Record	system	(LMR).		
This	system	had	an	add-on	CDS	system	that	would	log	every	view	of	a	CDS	alert	as	
well	as	log	changes	to	the	rules.		232	rules	were	implemented	at	various	times	for	
outpatient	clinical	support.		Inpatient,	imaging,	and	medication	CDS	was	handled	by	a	
different	platform	and	is	not	the	focus	of	this	study.		Through	prior	work	our	group	
demonstrated	various	ways	to	identify	failures.		A	failure	in	this	context	is	when	a	rule	
is	displayed	when	it	was	not	supposed	to	be	or	when	it	is	not	displayed	when	it	is	
supposed	to	be.		Visualization	is	a	key	step	in	clearly	displaying	these	failures	and	to	
aid	in	identifying	the	mechanism	of	failure.
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2007:26-30.	Epub 2008/08/13.Figure	4. Calendar	heat	map	visualization	of	Rule	164	with	explanation	of	the	two	failures.		The	

visualization	is	enhanced	by	month	boundries and	clearly	displayed	labels.

Figure	3. Simple	bar	chart	and	stacked	bar	chart	visualization	of	Rule	164	execution	counts.

Figure	1:	Top	20	rules	in	the	longitudinal	
medical	record	(LMR)	at	the	Partners	
Healthcare	System
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Figure	3. Rule	164,	“Adult	Patient	with	CAD	and	not	on	
Aspirin	(ASA)	therapy,	no	allergy	to	ASA,	Begin	ASA	
Therapy”,	has	relatively	simple	logic.		Only	patients	
who	are	not	allergic	to	ASA	and	have	coronary	artery	
disease	and	are	not	currently	on	ASA	display	this	rule.		
The	logic	matrix	is	shown	on	the	left.		However,	since	
there	are	so	many	(~200)	versions	of	ASA,	the	logic	to	
determine	if	a	drug	contains	ASA	is	maintained	in	a	
separate	database.

Figure	2. Current	analytic	platform	for	loading	LMR	data.
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Figure	5. Proposed	analytic	platform	for	loading	Epic	
data	via	Clarity	and	analyzing	the	data	in	a	dashboard	using	D3.
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Med DB corruption caused all entries for ASA to 
be lost.  The corrupted system always returned no 
when asked if this patient is on ASA.  Therefore 
the rule is displayed for all patients with CAD.

MUMPS code update created new sub-routine 
variables. They no longer referenced the calling 
routine’s variable.  However this broke the logic for 
multiple rules and rules began to fire excessively.
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